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Abstract:
Now a day’s rapidly increased use of cloud computing in the many organization and IT industries and provides new
software with low cost. So the cloud computing give we lot of benefits with low cost and of data accessibility through
Internet. The security risks of the cloud computing is the main factor in the cloud computing environment, eg. sensitive
information with cloud storage providers may be entrusted. But „single cloud‟ providers are a less popular with
customers due to risks service availability failure and possibly of malicious insiders in the „single cloud‟. A towards
movement of multi clouds ‟or multiple clouds” or “cloud-of-clouds” has emerged currently using Shamir’s Secret Sharing
Algorithm.
This project surveys to many running research related paper to single cloud and multi clouds security using Shamir’s
Secret Sharing algorithm and addresses possible solutions and methodology. The basis idea this paper use of multi clouds
and data security and reduce security risks and affect the cloud computing user using Shamir’s Secret sharing algorithm. It
is a way of secret sharing, where a secret is divided into number of parts, which is giving each participant its own
unique part, where may be some of the parts or all of them are required in order to reconstruct the secret. If we’re going to
Count all participants to combine together the secret might be impractical, and therefore the threshold scheme is used
where any “k” of the parts are sufficient to reconstruct the original secret.
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Introduction:
At the present a day’s, rapidly increased use of cloud computing in the many organizations and IT industries can provide new
software with a minimum cost. The cloud computing give we lot of benefits with low cost and of data accessibility through
Internet. The security risks of the cloud computing is the main factor in the cloud computing environment, eg. sensitive
information with cloud storage providers may be entrusted. But a single cloud provider is a less popular with customers due to
risks such as service availability failure and possibility of malicious insiders in the single cloud. A towards movement of multi
clouds or cloud of-cloud has emerged currently using Shamir’s Secret Sharing Algorithm.
Main focus of our proposed system is use of multi cloud and data security and reduces security risks and affects the
cloud computing user using Shamir’s Secret sharing algorithm. It is a way of secret sharing, where a secret is divided into
multiple parts, which is giving each participant its own unique part, where some of the parts are required in order to reconstruct
the secret. If we are going to Count all participants to combine together the secret might be impractical, and therefore the
threshold scheme is used where any ‘k’ of the parts are sufficient to reconstruct the original secret.
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Fig.1 Architecture of Multi-Cloud Storage Using Shamir’s Secret Sharing Algorithm
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Future Work:
Our Project multi cloud storage using Shamir’s secret sharing algorithm is extremely effective for storing
the client data securely. It provides security by encryption and decryption and also provides authentication.
Our project can be enhanced in following ways:
• To provide more security by using more strong encryption algorithm.
• To provide fast service to store data on server.
• Giving proof of integrity of the data to client.
• Reduce storage overhead of the customer by compressing the data.
Reduce computational overhead of the cloud storage server
Conclusion:
The purpose of this work is to study and design single cloud and multi-cloud using secret sharing algorithm
and to address the security risks and solutions using Shamir’s Secret Sharing algorithm. These algorithms
generate their own secret sharing schemes and use secure channels to distribute shares among themselves.
The Shamir's secret sharing scheme has a good abstract foundation which provides an excellent framework
for proofs and applications.
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